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1. Abstract

As AI agents become autonomous financial operators, the lack of a standardized security layer creates a multi-billion dollar risk vector. Existing solutions either lack
on-chain enforcement or provide "advisory-only" risk metrics. Vertex Sentinel introduces an EIP-712 based, verifiable authorization layer that enforces Fail-Closed
security on-chain. This paper outlines the protocol’s three-layer architecture, its "Security Brain" Genkit integration, and its strategic alignment with the OpenServ and
ERC-8004 ecosystems.

2. Introduction: The "Hallucination-to-Liquidation" Gap

The core problem in AI trading is the "Hallucination-to-Liquidation" Gap:

Execution Speed vs. Integrity: High-throughput agents often sacrifice security for latency.
Model Hallucination: An LLM can hallucinate a trade volume 100x larger than its intended limit.
Private Key Vulnerability:  Delegated private keys are a single point of failure.

Vertex Sentinel solves this by decoupling Intent from Execution via a verifiable, on-chain "Bouncer."

3. Protocol Architecture

3.1. Layer 1: The Intent Layer (Off-Chain)

The agent generates a TradeIntent object, which is then passed through the Genkit Risk Brain .

Genkit Risk Provider: Pluggable AI flows that evaluate market volatility, liquidity, and sentiment.
EIP-712 Signing: If risk is < 0.8, the agent signs the intent. This ensures the intent is human-readable and machine-verifiable.

3.2. Layer 2: The Sentinel Layer (On-Chain)

The RiskRouter.sol contract acts as the protocol's core validator.

Signature Recovery:  On-chain ECDSA.recover()  validates the agent’s signature.
ERC-8004 Registry: Interoperability with decentralized agent identity systems for trustless verification.
Circuit Breakers: Hard-coded limits (e.g., max volume per trade) that can only be updated via protocol governance.

3.3. Layer 3: The Execution Layer (Proxy)

The Execution Proxy only submits orders to an exchange (e.g., Kraken, Binance) if it receives a TradeAuthorized  event from the Sentinel Layer.

Fail-Closed Guarantee: Any failure in signing, risk scoring, or contract validation results in an immediate halt. No funds are moved.

4. Technical Specifications & SDK

The Vertex Sentinel SDK ( @vertex-agents/sentinel-sdk ) allows any AI agency to "Plug-in" security as a capability.

Conceptual API Integration:

const auth = await sentinel.authorize(tradeIntent);

if (auth.isAllowed) {

  // Execute trade with cryptographic proof

}

5. Security & Trust Assumptions

1. Trustless Intent:  The agent's private key is never shared. Only signed intents are transmitted.
2. Verifiable Logic: The RiskRouter logic is immutable and public on the blockchain.
3. Auditable History: Every verdict creates a permanent on-chain event for forensic auditing.

6. Governance & Protocol Parameters

Vertex Sentinel is designed to be governed by a DAO that can adjust:



Default Circuit Breaker Limits.
Authorized "Risk Brain" Genkit Flow Hashes.
Accepted ERC-8004 Identity Registries.

7. Roadmap & Conclusion

2026 Q2: Sepolia Testnet Alpha & SDK Beta.
2026 Q3: Expansion to multi-chain (L2s) and decentralized exchanges (DEXs).
2026 Q4: Community-driven Risk Modules.

"Vertex Sentinel: Because the only thing worse than a losing trade is an unauthorized one."
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